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Job Description

Role - Lead Consultant - Windows

Technology – Windows Administrator

Location – Abu Dhabi 

Job Description 

Today, the corporate landscape is dynamic, and the world ahead is full of possibilities!

None of the amazing things we do at Infosys would be possible without an equally amazing

culture, the environment where ideas can flourish and where you are empowered to move

forward as far as your ideas will take you.

At Infosys, we assure that your career will never stand still, we will inspire you to build

what’s next and we will navigate further together. Our journey of learnability, values and

trusted relationships with our clients continue to be the cornerstones of our organization

and these values are upheld only because of our people.

Your role 

As a Senior Consultant, you are an expert at contributing to manage, monitor and support
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Microsoft Windows servers. You will need to: 

Proven experience as a Windows Server Administrator 

Configuration of servers, operating systems administration, hardening, load balancers,

firewall including but not limited to management of users, processes, resource contention,

preventive maintenance and management of updates & patches to ensure that the system

is properly updated. 

Re-installation in the event of system crash/failures 

Periodic health check of the systems, troubleshooting problems, analyzing and

implementing recertification measures. 

Implementation and maintenance of standard operating procedures for maintenance of the

infrastructure 

Management of the usernames, roles and passwords of all the relevant subsystems,

including, but not limited to servers, applications, devices, etc. 

Implementing security on the Internet and Intranet 

Knowledge of system security (e.g. intrusion detection systems) and data backup/recovery 

Install and upgrade computer components and software, manage virtual servers, and

integrate automation processes. 

Lead desktop and helpdesk support efforts, making sure all desktop applications,

workstations, and related equipment problems are resolved in a timely manner with limited

disruptions. 

Install and configure software and hardware. 

Manage network servers and technology tools, Set up accounts and workstations. 

Monitor performance and maintain systems according to requirements. 

Troubleshoot issues and outages, Ensure security through access controls, backups and

firewalls.

Upgrade/ patching of systems with new releases and models time to time. 



Maintain cloud infrastructure, application and database backup. 

Configure and Maintain Server scaling and High Availability & Disaster Recovery 

Web / Mobile Application release management activities on staging and production server. 

Application Deployment on .Net / Java/ PHP based applications on Windows / Linux

Servers

Required

Experience in windows server administration background

Hands-on experience with Windows server administration

Good knowledge of various Windows operating system and platform

Ability to create scripts in Python, Perl or other language

Familiarity with security tools, data backup/recovery and best practices

Ability to identify and troubleshoot system issues.

Strong problem-solving and troubleshooting skills.

Excellent communication and customer service skills

Personal 

Besides the professional qualifications of the candidates, we place great importance in

addition to various forms personality profile. These includes.

• High analytical skills

• A high degree of initiative and flexibility

• High customer orientation

• High quality awareness

• Excellent verbal and written communication skills

• Fluent in spoken and written English

• Good interpersonal skills, able communicator

• Team player



• Experience in multinational and multicultural environments.

About Infosys  

Infosys is a global leader in next-generation digital services and consulting. We enable

clients in 46 countries to navigate their digital transformation. With over three decades of

experience in managing the systems and workings of global enterprises, we expertly steer

our clients through the many next of their digital journey. We do it by enabling the

enterprise with an AI-powered core that helps prioritize the execution of change. We also

empower the business with agile digital at scale to deliver unprecedented levels of

performance and customer delight. Our always-on learning agenda drives their continuous

improvement through building and transferring digital skills, expertise, and ideas from

our innovation ecosystem.
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