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Company: Paramount Computer Systems

Location: dubai

Category: other-general

Security Analyst | Paramount Computer Systems Dubai

Paramount, the regional leader in cybersecurity, enables customers to protect their critical

Information Assets and Infrastructure through a prudent combination of People, Process,

and Technology.

Paramount Computer System is seeking talented L1 SOC Security Analysts to join us in

Dubai with the below-mentioned skill set:

Security Analyst | Paramount Computer Systems Dubai | Apply Now

Don’t miss out on this exciting opportunity – apply now at dubaiofferz.com

Responsibilities:

Monitor security systems using advanced Security Information and Event Management

(SIEM) systems, Dashboards, Alerts, and Reports to detect potential security incidents.

Review and analyze security logs and alerts, identifying and categorizing potential

security incidents.

Investigate and analyze security incidents to determine their cause and impact, supporting

incident response efforts.

Communicate effectively with the SOC team and collaborate with other departments (IT,

DB, AI, Network, Legal) to coordinate incident response efforts.

Document and report on security incidents and investigations, using designated reporting tools

and procedures.

Stay current with emerging security threats and vulnerabilities to ensure the organization’s

systems remain protected.
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Continuously update knowledge of the latest security technologies and best practices

through ongoing training and professional development.

Perform 24/7 live event monitoring to promptly identify and respond to possible security

incidents.

Monitor the SOC email account for new incidents and respond to calls received on the SOC

hotline.

Assign incident categories and provide support to Security Analysts in reporting incidents.
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