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Description:

IBM Security Consulting (SIOC) team takes a holistic approach to building and operating
cyber security and response solutions and capabilities that support the cyber threat
management and regulatory compliance needs of the world’s largest enterprises.

Responsibilities:

Identify and classify cyber threats facing the organization, map the adversary’s objective to
which company assets that are likely to be targeted and translate which cyber threats are
possible against the company’s environment and prioritize based on impact and likelihood
Conduct regular and ad hoc threat hunting activities utilizing the existing SIEM only

Oversee and handle Use Case Management life-cycle



Requirements:

Experience in Creating Target Operating Models (including activities, roles and responsibilities,
and integrations with activities by other departments/vendors) for SOCs

Creating Security Incident Response Processes (including governance structures)

Prioritising attack categories and writing attack playbooks (all tailored towards an

organisation)
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