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Job Description

Role – Consultant

Technology  – Data Security 

Business Unit  – Cyber-Sec

Job Description 

In the role of Consultant, you will act as a primary operations management of Microsoft

Azure, GCP and AWS cloud environment, you will eventually conduct requirement

analysis, define the activities and modules to develop and lead execution to guarantee

superior outcomes. 

You will have the opportunity to collaborate with some of the best talent in the industry to

create innovative high quality and defect-free solutions to meet our clients’ business needs.

You will be part of a learning culture, where teamwork and collaboration are encouraged,

excellence is rewarded, and diversity is respected and valued.

Responsibilities:
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Imperva Secure Sphere Database Activity Monitoring (DAM) Data Loss Prevention Standard

should be in place to govern the storage, usage, processing, and transmission of Personal

Identifiable Information (PII) and corporate data.

Define and establish process for data labelling of assets in the cloud, implement data/assets

labelling in the cloud

Develop and establish process for data classification of assets in the cloud, implement data

/ assets classification in the cloud.

Knowledge on

Develop and document encryption policies/standards for data at rest, data in transit and data

in use.

Develop monitoring mechanisms/controls to enforce compliance to encryption requirements,

Threat management via Observe IT

Develop and establish mechanism to handle DLP events and incidents.

Develop data retention policy and data Disposal Guidelines

Establish process and standards for database encryption

File integrity monitoring, security configuration management via Tripwire

Preferred

Certifications like AZ-104, SC-900.

MS Defender for Cloud, Azure Keyvault (Access Keys, Secret, Key rotation)

Personal 

Besides the professional qualifications of the candidates, we place great importance in

addition to various forms personality profile. These include:

High analytical skills

A high degree of initiative and flexibility



High customer orientation

High quality awareness

Excellent verbal and written communication skills

Mandatory Skills: 

Transparent Data Encryption (TDE)

Imperva Sonar, Imperva DAM, Observe IT, Tripwire (FIM, CCM)

About Us 

Infosys is a global leader in next-generation digital services and consulting. We enable

clients in more than 50 countries to navigate their digital transformation. With over four

decades of experience in managing the systems and workings of global enterprises, we

expertly steer our clients through their digital journey. We do it by enabling the enterprise

with an AI-powered core that helps prioritize the execution of change. We also empower

the business with agile digital at scale to deliver unprecedented levels of performance and

customer delight. Our always-on learning agenda drives their continuous improvement

through building and transferring digital skills, expertise, and ideas from our innovation

ecosystem.

Infosys is an equal opportunity employer and all qualified applicants will receive

consideration without regard to race, color, religion, sex, sexual orientation, gender

identity, national origin, protected veteran status, spouse of protected veteran, or

disability.

Country

UAE

State / Region / Province

UAE

Work Location

Abu Dhabi



Interest Group

Infosys Limited

Skillset

Technology|Data Security|Data Encryption, Data Tokenization

Company

ITL UAE

Role Designation

2015ASRCON Senior Consultant
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