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Company: ENOC

Location: , Dubai, United Arab Emirates

Category: other-general

Threat Intelligence Analyst Jobs In Dubai | ENOC Careers

Description:

The primary function of this role is to monitor the ENOC environment on a 24*7 basis

and conduct intelligence gathering to identify, monitor, assess, and counter the threat

posed by cyber threat actors against ENOC IT/OT assets. In addition to performing advance
threat modeling of the cyber security incident and escalating to the Cyber Intelligence
Center Manager as per approved policies, processes, and procedures.

Responsibilities:

Monitor the external threat environment for emerging threats, and advise relevant
stakeholders on the appropriate courses of action

Monitor security vulnerability information from vendors and third parties
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Establish a taxonomy of indicators of compromise (IOCs) and share this detail with

another security units, including the security operations center (CIC)

Requirements:

Degree: Bachelor’s degree in Computer Science, Engineering, or Business field or
equivalent, Diploma with additional relevant experience.

Required professional certifications: Professional certificate such as CISSP, GCTI, GCFA,
GNFA Experience

7+ years of Information security or technology experience.
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