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Company: Transguard Group

Location: dubai

Category: other-general

Transguard Careers | Analyst – Cyber Threat Intelligence Jobs in Dubai

Description:

The Analyst – Cyber Threat Intelligence will support the Airports’s Digital Defence Center

(DDC) in researching and reporting on emerging threats against Airport and to strategically shape

and guide the approach the taken to protect its people and assets.

Job Responsibilities:

Conducts hunt missions on Business Environment (on-prem, cloud) with the use of Digital

Forensics tools & techniques and Custom tools and scripts

Conducts offensive on Business Environment (on-prem, cloud) using security including tools

such as Metasploit, exploit development, Open Source Intelligence Gathering (OSINT), and

designing ways to breach enterprise networks

Analyzes attacker techniques at all stages of a breach with the capability of mapping to
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ATT&CK framework

Performs incident response and forensics of active breaches

Job Requirements:

The job holder will be educated to bachelor’s degree level in computer science / engineer (or

business).

Around 3+ years of experience in a technical role with Digital Forensics and Incident

Response background in the areas of Security Operations, Threat Hunting , Threat

Intelligence, Cyber Incident Response, Penetration Testing and Red Teaming.

Cybersecurity, SOC Operations, cross industry experience

Expertise on in using Threat Intelligence Platforms (Recorded Future, Flashpoint, Blueliv,

Anomali, ThreatIQ etc.)
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